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HOJOXEHHUE
0 KOHKYpce 10 HHGOpMAIMOHHOM 0€301MaCHOCTH
«ASU-CTF 2024»
Konkypc mno wundpopmanuonnonn 6Oe3zonacHoctn «ASU-CTF 2024» (nmanee —
KoHKkypc) mpoBOAUTCS €KETOTHO BECHOUN (haKkyIbTEeTOM MU(PPOBBIX TEXHOJIOTHHA U

K1OepOe30nacHOCTH ACTPaxaHCKOIO rOCYAapCTBEHHOTO YHUBEPCUTETA.

L. HEJIb U 3AJJIAYU KOHKYPCA
Heab: mopgepxkka W pa3BUTHE NPOPECCHOHATBHBIX HABBIKOB IIKOJBHUKOB H
CTYJICHTOB B 001acTH HH(POPMAIIMOHHON 0€30TaCHOCTH, TTOBHIIIICHHE MOTHBAITIH K
MOJlyYEHUI0O W  COBEPIICHCTBOBAHUIO YMEHHA ¥ HAaBBIKOB B  00JacTd
UHPOPMAITMOHHBIX TEXHOJIOTHH.
3agaun:
— ($opMHpOBaHHE YCTOMYMBOTO MHTEPECA K BEIOpaHHOM mpodeccuu;
— BBIpa0OTKa HABBHIKOB pa0OTHI B KOMAH/IE;

— pa3BUTHE CIIOCOOHOCTEN K 0000IIEHHUI0, aHAIN3Y, BOCIIPUATHIO HHPOPMAITHH.

II. YYACTHHUKHU KOHKYPCA
2.1. K yuacturo B KoHKypce npHriamaroTcs:
— yuamuecs 9 — 11 xmaccoB oO0mieoOpa3oBaTeNbHBIX OpraHU3amui (IITKOT,
TUMHA3UM, JuIeeB) I. AcTpaxanu U AcTpaxaHCKol 00JacTy;
— yyamuecs YYpeXKJACHHM CpelaHero  MpoQecCHOHANbHOIO  00pa3oBaHUs
r. AcTpaxaHu;
— CTyJAEHTHI 1 — 2 KypcOB yupekJAeHHUI BbICIIET0 00pa30BaHUsl.
2.2. CopeBHOBaHHSA KOMaHAHbIe. MaKCcUMaJbHOE KOJMYECTBO YEJIOBEK B

KoManze — 4.

III. IOPAJOK IIOJAYU 3AAABKHN HA YHACTHUE B KOHKYPCE
3.1. JIns ygactus B KoHkKypce HEOOXOOMMO OTHPaBUTh HA AJIEKTPOHHBIN ajpec

asuctf@yandex.ru 3anonnennywo 3aaBky (IIpunoxkenue 1) u ckaHbl corjacuii Ha



00paboTKy mepcoHanbHbIX AaHHBIX ([Ipunmoskenme 2 — nmis COBEPIICHHOJIETHHUX
y4yacTHUKOB, IIpunoxkenne 3 — IS HECOBEPUICHHOJETHUX YYACTHHKOB:
3aII0JHACTCS KaXXIbIM YYaCTHUKOM KOMAaHJIbl, OPUTMHAJ CHAETCS B OPIKOMUTET B

neHb nposeneHust Konkypcea).

3.2. Undopmanust 0 cpokax MoJayu 3asiBKM YKa3bIBaeTCsi B MH(POPMAILIMIOHHOM

IIHUCBbMC. OpFKOMI/ITCT HMCECT IIPaBO IIPOAJIUTL CPOK IMOAa4YHM 3as1BOK.

3.3. Yuactue B KOHKypce U BCEX YUACTHUKOB OecIIaTHoe.

IV. HNOPIAJOK MPOBEJIEHUS KOHKYPCA
4.1. ®opmar copeBHoBaHm — task-based CTF.
4.2. Ins BeinonHeHus 3aganuii KoHkypca ydacTHUKaM MPEAoCTaBIIAETCs JOCTYH K
cniermanbHOMYy BeO-caiiTy Konkypca.
4.3. VYyacTHUKH 00s3aHBI CaMOCTOSATEIHLHO OO0ecHeyuTh ce0si HEOOXOIUMBIM
KOJINYECTBOM HOYTOYKOB (HETOYKOB) C MUTAHUEM.
4.4. KoHKypc IpOBOJUTCS B TE€UEHUE OJHOTO JHS B ABA ITAMNA:
1 3tam — nocTtaHoBKa 3ajauM, paboTa HaJa pelIeHWeM 3aJaHuid B 00JacTH
uHGOPMaIIMOHHON OE30MaCHOCTH.
B pamkax 1 srama komaHaam mpejaraercs peluTh 3aJaHusl, CBS3aHHBIE C
uH(OpMAIIMOHHOW  O€30MacHOCThIO W 3alMTOM  HMHpOpMalMH.  3aJaHusd
MOJIPA3ICISIOTCSI HAa HECKOJIBKO KaTeropuil: kKpumnrorpadus, creraHorpadwus,
KOMITbIOTEPHAS] KpUMHHAJIMCTUKA, SKCIUIOUTHHT, 0OpaTHas pa3padoTKa, 3a1aHusl Ha
MOWCK BEO-ySI3BUMOCTEH, MTOUCK WH(OpPMAIUU B OTKPHITOM HCTOYHHUKE, a TAKKE
3aJIaHUs PA3BIICKATEIHHOTO XapaKkTepa.
B pamkax 2 3Tanma npoBoguTcst pazdoop 3aaanuit, noasoasatcsa ntoru Konkypca.
OO011ast mpoAOHKUTEILHOCTL — HE 0oJiee 6 4acoB.
4.5. CopeBHYIOUIUECS OIIEHUBAIOTCS OTAEIBHO B JIBYX KaTETOPUSX:
AOutypuenTbl — yyamuecss 9-11 knaccoB, 1-4 KypcoB y4ypexICHHH CpEIHEro
npodeccuoHanTbHOT0 00pa30BaHMS;

CTyaeHTBI — CTYyIEHTHI 1-2 KypCOB yUpeKIAeHUI BbICIIET0 00pa30BaHUsI.



4.6. Bo Bpems mpoBeneHusi KoHkypca y4acTHHKM MOTYT OOIIAThCS TOJBKO C
YJI€HAaMU CBOE KOMaH]Ibl U MIPEJACTABUTEISIMUA OPTKOMUTETA.

4.7. Bo Bpems npoBenieHnst KoHKypca ydacTHUKaM 3alpeiiaeTcs:

— IPOBOJUTH ATAKM HA aBTOMATU3UPOBAHHYIO CUCTEMY MOJIEPKKH CEPBUCOB U
IIPOBEPKH PEILLICHUN;

— TeHEepUpPOBATh HEOMPABIAHHO OOJIBIION 00beM TpaduKa;

— MelaTh BCEBO3MOXHBIMM  CIOCOOAMU  TOJydyeHHIO  (uara  JIpyrumu
Y4aCTHUKaMU;

— cooOwaTh ycloBUs 3a/ad, a TakKe 3HAueHUs (aroB ydacTHHUKAM APYTHX
KOMaH/.

4.8. 3a napymenue tpeOoBaHuil Hacrosero [lomoxxeHus M HapylieHue Xonaa
Konkypca koManaa MOXKeT ObITh AUCKBATHU(PHUIIMPOBAHA 10 PEIICHUIO )KIOPH.

4.9. XKropu omnpenaenseT NpaBUIbHOCTh BBINOJHEHUS 3aJaHUN C MCIIOJIb30BaHUEM
TaHHBIX Ha BeO-calite Konkypca.

4.10. Ecmu mo xoxy mnpoBeneHuss KoHkypca OBLIM OTMEYEHBI HapyIIECHUS
TpeboBaHmii Hactosmero IlomoxeHus, y4acTHUKH JOJDKHBI OOpaTHUTh Ha HHX
BHUMAaHUE TMPEJCTaBUTEIEH OpPrKOMHUTETAa C IEJbI0 YCTPAHEHUs] MPUYUH
HapyILICHUS.

4.11. B ciuywyae Hecoryiacusi ¢ NpeABapUTENbHBIMU pe3yibTatamu KoHkypca
YYaCTHUKHM MOTYT MOJaTh ANeUISIIUI0 B OPIKOMUTET /10 OIVIAIICHUS PE3YJIbTAaTOB
Konkypca.

4.12. Ecnu no pe3yJsibTaTaM anejuisaiii U3MEHATCs pe3yibTaThl KoHKypca, CIUCoK
nobenuTenel U NprU3epoB TAKKE MOKET U3MEHUTHCSL.

4.13. XKrwopu B 00s13aTENbHOM TMOPSAIKE OTrJallaeT pe3yabTaThl PAaCCMOTPEHHS

MNOCTYIIMBIINX anenmunﬁ A0 OIJIaICHUA UTOTOBBIX PE3YJIbTATOB KOHKypca.

V. TOJBEJEHHUE UTOT'OB COPEBHOBAHUI
N HATPAKJIEHUE MOBEINUTEJEN
5.1. OrnaieHue pe3yiabTaTOB OCYHIECTBISIETCS B JAeHb MpoBeaeHus Konkypca

IIOCJIC MOoABCACHNA UTOI'OB.



5.2. KoMaHn[ipl, 3aHSBIIME MPU30BbIE MECTa, HarpaxaaroTcs aumioMamu I, 11, 111
creneHu. J[MmIomMer Oy IyT BpyYeHbI KaXXAOMY YYaCTHUKY KOMAaHIbI.

5.3. BceM koMmaHiam OyyT Bpy4eHbl cepTudukathl 00 yyactuu B KoHnkypce.

OPITKOMMUTET COPEBHOBAHMM
Oprrkomurer CopeBHOBaHUI — ACTpaxaHCKUN rOCYJapCTBEHHBIN YHUBEPCUTET HM.
B. H. Tarumena, ¢daxynbreTr mudpoBBIX TEXHOJOTHA M KHOEpOE30MacHOCTH,
kadeapa nHOOPMAIIMOHHOW 0€30TacHOCTH.
Pykosooumens Copesnosanuii:
Jemuna Panca IOpbeBHa, KaHAUAAT TEXHUYECKUX HAYK, TOLEHT.
Ktopu copesnosanuii:
AxwmyxamenoB MHckanmap MapaToBuy, AOKTOp TEXHHUYECKHX HAyK, JI€KaH
daxynpreTa UGPOBLIX TEXHOJOTHI U KHOEpOE30MacHOCTH,
I'ypckas Tatesna ['eHHagueBHa, KAaHAUAAT TEXHUUECKUX HAYK, U.0. 3aBEIYIOLIETO
kadeapoit tHGOPMAITMOHHON O€30TTaCHOCTH;
MapTtbsiHoBa Anekcanapa EBrenbeBHa, KaHIUAAT TEXHUYECKUX HAYK, IOLEHT.
Hugpopmayuonnas nooodeprcka npoekma — CTyAeHTbl PaxyiabTeTa HUPPOBBIX
TexHonorui U kubepoOezomacHoctT AI'Y um. B. H. Tarumesa (mamnpaiieHue
«MnadopmaninoHHas 6€301acCHOCThY).
Anpec oprkomuteta: r. ActpaxaHnp, yi. Tatumesa 20a, kopryc TII (mpuctpoit k
yuebHomy koprnycy Ne 1), aya. 608 (kadempa nnpopmanmoHHONH 0€30MaCHOCTH).
Konraktasiii Tenedon: 8(8512) 246847.
E-mail: asuctf(@yandex.ru, kafedra_ib_agu@mail.ru

Couumanbabie ceTu: https://vk.com/security aspu



Mpunoxenne 1

dopma noga4Yu 3aBKU

Hazpanue KOMaH/bI

YueOHoe 3aBeaeHe

Kiacce/xype

KonrtakTHbIi TenehoH

[Ipurnamienue 4151 OYHOTO y4acTHs TpedyeTcs™/He TpedyeTcs

®.1M.0. kypatopa KoMmaHAbl (Tedaror,

MOATOTOBUBIINN KOMAaHIY)

JononnuTenbHas HHGOpMALIHS

Cnucok y4acTHUKOB

d.N.0. E-mail

* Ecnit ydacTHHKaM TpeOyeTcst IpUrialieHre JUIsl OYHOTO Y4acTusl, Ul ero opopmiieHus HeoOXoaumo yka3ath B 3asBke @.11.0.

(OTHOCTHIO) PYKOBOIUTENS 00pa30BaTEIbHON OpraHu3aIiH.



IIpunoxenue 2

COI'VIACHE
Ha 00padoOTKY MepCcoOHATBbHBIX TaHHBIX
r. AcTpaxaHb « _» T.
A, )
(®1.0.)
« » roJia poKJIeHus,
cepust No BBIJIaH

(BHZ( JOKYMEHTA, YI1OCTOBEPSAIOLIETO J'II/I'-IHOCTL)

(Koraa u Kem)

oOyuaromuiics (-asics) B ,
(HauMeHOBaHHEe 00pa30BATENBHON OpraHu3auy (YUpexKIeHHs ), Kypc)

HaCTOALIMM J1at0 cBoe cornacue OprkOMUTETY COPEBHOBaHUM (AcCTpaxaHCKHUM rocy1apCTBEHHBIN
yauBepcuteT uM. B. H. Tarumesa, dakyabTeT nudpoBbIX TEXHOJOTUNA M KHOEpOE30MacHOCTH,
kadeapa uHpoOpMaroHHOW Oe30macHOCTH) Ha OOpPabOTKY MOHMX NEpPCOHANBHBIX JaHHBIX,
YKa3aHHBIX B HACTOSILIEM COTJacuu, B (popme mojauu 3asBKU: QamMuiIus, UMs, OTYECTBO, AaTa
pPOXIeHMS, TACTIOPTHBIC JaHHBIE, yueOHOe 3aBeficHHe, Kypc (Kinacc), Homep tenedona, e-mail, —
Y TIOJTBEPIK/Iat0, 4TO, JaBasi TAKOE coryiacue, s JCUCTBYIO CBOEH BOJIEH U B CBOMX MHTEpECAX.

Cornacue maercs MHOIO JJIsl LIeJei: ydacTusi B KOHKypce 1Mo MH(pOpMaIMoHHOW 0e30macHOCTH
«ASU-CTF 2024 .

Hacrosimee cormnacue npeocTaBiisieTcsi Ha OCYIIECTBIICHHE JIFOOBIX ACWCTBUI B OTHOIIEHUH MOUX
NIEPCOHATBHBIX TAHHBIX, KOTOPBIE HEOOXOIMMBI WITH JKETaeMbI IS TIOCTHKCHHUST YKa3aHHBIX BBIIIC
nesel, Britoyas (6e3 orpaHudeHus) cOop, CuCTeMaTU3alnio, HaKOIUICHNEe, XpaHeHHUEe, YTOUYHEHUE
(oOHOBIIEHHE, HM3MEHEHHUE), MHCIONb30BaHHE, paclIpOCTpaHEHHEe (B TOM 4HCIe Nepeaaya),
o0e3munBaHue, OJOKUPOBAaHUE, YHUUTOKEHHE TIEPCOHAIBHBIX JIaHHBIX, @ TAKXKE OCYIIECTBICHHE
JTIOOBIX HHBIX JEUCTBUM C MOMMH IEPCOHAIBHBIMU JAHHBIMH C Y4eToM (helepanbHOro
3aKOHOJIaTEJIHCTBA.

|:| HE BO3pa)kal0 MPOTHUB OIMYOJMKOBAaHUS MOUX IEPCOHANBHBIX MaHHBIX ((hamMuIus, UM,
yaeOHOe 3aBeneHHE, Kypc (kiacc)) Ha odwuiuaabHOM uHTepHeT-mopTanie ALY wmm. B. H.
TaTI/IH_ICBa " B COLICCTAX B CJIy4ac 3aHATHA [TPU30BOT0 MeCTa.1

B ClIydac HCIIPABOMEPHOI'O HCIIOJB30BaHUA MPEAOCTABICHHBIX MHOIO ICPCOHAJBHBIX AJAaHHBIX
coriaaCue€ OT3bIBACTCA MOHUM IIMCBMCHHBIM 3asABJICHHCM.

(®.1.0., moanuch nuIa, TaBLUIETO COTJIACHE)

« » T.

! TloctaBuTh rajnovky i KPECTUK B KBAIPATHKE B CJyd4ae COIJIACUS



IIpunoxenue 3

COI'JIACHE
Ha 00padOTKY NMePCOHAJbHBIX JAHHBIX
r. AcTpaxaHb « _» r.
A, )
(®1.0)
«__» ro/ia pOKJICHUS,
cepus Ne BBIIaH

(BUA HOKyMEHTA, YAOCTOBEPSIONIETO IMIHOCTS )

(koraa u Kem)

SIBJISISICH 3aKOHHBIM TPEJICTaBUTENIEM (OMIEKYHOM) HECOBEPIICHHOJIETHETO (HEACECTIOCOOHOTO)

b

(@1.0)

« » roJia poKJeHuUs,

oOyuatomerocsi(eiics) B ,
(HaMeHOBaHHEe 00pa30BaTENbHOM OpraHU3aLHH, KIIacC/Kype)

Ha ocHoBaHuH 1. 1 cT. 64 Cemeiinoro koaekca PO (1. 2. ct. 15 @3 ot 24 anpens 2008 r. N 48-D3
"OO omeke U MOMeYUTENHCTBE"), HACTOSIIUM Jat0 cBoe coryiacue OprkOMHUTETY COPEBHOBAHUI
(ActpaxaHckuil TocyaapcTBeHHbIH yHuBepcuteT uM. B. H. TartumeBa, dakynbreT nnudpoBbix
TEXHOJIOTHI W KubepOe3omacHocTH, Kadenpa nHPOpMATMOHHON 0€30MacHOCTH) Ha 00paboTKy
MEPCOHANBHBIX JTAHHBIX MOETO HECOBEPIICHHOJETHETO peOceHKa (IMOAO0NEYHOro), yKa3aHHBIX B
HACTOSAILIEM COTJIaCHHU, B opMe MOAaYu 3asiBKU: MOM (haMuUIIHsl, UMsI, OTYECTBO, JaTa pOXKJIEHUS,
NacropTHBIC JTaHHBIC; (pamuiusi, UMs, OTYECTBO, yueOHOe 3aBeleHHe, Kypc (Kiacc), HOMEp
tenedoHa, e-mail HeCOBEpIIEHHOJIETHETO, — W TMOJATBEPXKAAl0, YTO, JaBas TaKOE COTJIacue, s
JICHCTBYIO CBOEH BOJIEH U B MHTEPECAX HECOBEPLICHHOJIETHETO.

Cormacue maercst A meJield yJacTHsl B KOHKypce 1o uHbopmarrmoHHo 6e3omacHoctu «ASU-
CTF 2024».

Hacrosimee coryacue npeaocTaBisIeTCsl Ha OCYIIECTBICHUE JIOOBIX JCHCTBUNA B OTHOIICHUU
MEPCOHANBHBIX IAHHBIX, KOTOPHIE HEOOXOIMMBI WITH JKE€TIaeMBbl JISI JOCTH)KCHUS YKa3aHHBIX BHIIIIE
nesei, BKIIoYas cOOp, CHCTEMaTH3alliio, HAKOIUICHHWE, XpaHEHWEe, yTouHeHue (OOHOBJICHHE,
W3MEHEHHE), WCIIOJIb30BaHHE, PACIpOCTpaHeHHE (B TOM 4YHCIE TMepenava), OOe3TUYMBAHHE,
OJIOKMPOBAaHKWE, YHUUTOKCHHE MEPCOHAIBHBIX JaHHBIX, a TAKXKE OCYIIECTBIICHUE JIFOOBIX WHBIX
NEHCTBUI ¢ MOMMU MEPCOHATBLHBIMU JAaHHBIMU C YI€TOM (eepatbHOr0 3aKOHOAATEIhCTRA.

|:| HE BO3paYKar0 MPOTHB OIMYOJWUKOBAaHHS TEPCOHANBHBIX JaHHBIX HECOBEPIICHHOJIETHETO
(pammnust, ums, yuebHOE 3aBeneHue, Kype (Kiaacc)) Ha odummuansHOM HHTEepHET-opraine AI'Y
um. B. H. TaTumiesa u B colCeTaX B cAydae 3aHATHS TIPU30BOTO MeCTa.’

B CJIydac HCIIPABOMCPHOTO MCITOJIL30BaHUs MPEAOCTABJIICHHBIX MEPCOHAIBHBIX JAHHBIX COIJIaCUC
OT3bhIBACTCA MOUM ITHCHbMCHHBIM 3as1BJICHUCM.

(®.1.0., moanuch nuIa, TaBLUIETO COTJIACHE)

« » TI.

2 TTocTaBUTh rajJOYKy WM KPECTUK B KBAJAPATUKE B CIIyUae COrIacHs



